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Capacitive touchscreens
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Smartphones

Laptops

Tablets

Vehicles Revenue trends of capacitive touchscreens

Capacitive touchscreens are essential human-computer interfaces and are widely-
used in smart devices! 
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Ghost Touches

3

Ghost 
touches

Normal 
touches

Ghost touches: Touchscreen outputs fake touches and controls the device by itself.

Reliable touch is critical and we aim to analyze the feasibility of injecting ghost 
touches at chosen locations.

News of ghost touches

…

https://www.gizmochina.com/2018/10/09/bizzare-iphone-user-reports-her-charger-controls-the-phone-and-even-booked-a-presidential-suite/
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Related work
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[1] Maruyama et al., S&P 2017
[2] Wang et al., USENIX 2022

Radiated EMI

Victim device

Close-range attacks

We aim to investigate whether the attacker can intentionally create ghost touches 
via a charging cable.
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Our goals
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q To understand the new threat vector 
against capacitive touchscreens via a 
charging cable

q To mitigate the new threat and 
improve the security of smart devices.
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WIred GHost Touch attacks
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Attacker

Malicious 
Connection 
Request?

NOYES

Victim device

GND line
YESInject malicious 

signals 
Disguised as a public 

charging station
Charging cable

Smartphone is 
manipulated by the 

attacker
Charging station

Data 
blocker

Power 
adapter

Charging 
cable

Attacker injects attack signals via a charging cable and manipulate the victim device 
even across a power adapter or data blocker.
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Malicious 
Connection? 

NO YES

Malicious 
Connection? 

NO YES

WIGHT Attacks
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n Alteration attack
Create ghost touches to alter 
the user’s chosen touch.

n Injection attack
Create fake touches to 
operate the device without 
user’s awareness.

YES YES

n DoS attack
Disable the touch service of 
the smartphone.

Pick up a phone call “Decline” à“Accept” Can not operate 
the phone

Loading…

STOP
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Challenges

Injection: What type of signal can be injected to create fake 
touches?

C1

Position-control: How to control the positions of ghost touches?C2

Can not control positions 
of  fake touches!

Ghost 
touches

Power management 
circuit (PMIC)

Filtered !
Attack signal
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Injection attack

9

Ø How capacitive touchscreens work?

No touch:

Finger touch:

Vout= Vref−
2 Cm Vex

C)

Vout=Vref−
2(Cm− Ct) Vex

C)

Injection attack:

Vex

TX

RX
Cm

Vex

TX

RX

Cm Vout= Vref−
2 Cm Vex

C)

Change Vex

Increase Vout

TX
RX

Ct

Fake touch
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Malicious 
Connection? 

NO YES

ØStep1: Generate ghost touches.
• Where to inject attack signal?

• How to select an attack signal?

Attack design
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ØStep2: Control ghost touches.
• Where are targeted positions?

• When to inject attack signals?
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Ø Usually, an attack signal injected via the GND line should have 
the same impact on the internal circuits.

Attack signal

VCC Line

GND Line

Same speed

Excitation 
signal

Where to inject attack signal?

No voltage 
difference

VTX-VRX

Internal circuits

Touch Controller

TX

RX
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Touch Controller
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Ø In practice, due to the asymmetric circuit, an attack signal will 
create a voltage difference between the TX and RX electrodes 
such that change the excitation signal.

Attack signal

Voltage Line

GND Line

Different speed

Where to inject attack signal?

…

Charge pump circuit

DC supply circuit 

Voltage difference

VTX-VRX

Asymmetric circuit

RX

Excitation 
signal

TX



S&P 2022 WIGHT: Wired Ghost Touch Attack on Capacitive Touchscreens 

Vrms/VCa
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Frequency/kHz

How to select an attack signal?
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a. Attack Signal Frequency c. Attack Signal Magnitudeb. Attack Signal Type

Higher magnitude is 
betterEnergy of sine-wave is 

more concentrated 

Square-wave

t

Sine-wave

t

Ø Enhance the interference intensity and generate ghost 
touches. 

Maximum interference

Vulnerable frequency

…
f0 3f05f0

f

Multiple 
harmonics

f0
f

Single frequency
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Malicious 
Connection? 

NO YES

ØStep1: Generate ghost touches
• Where to inject attack signal?

• How to select an attack signal?

Attack design
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ØStep2: Control ghost touches
• Where are targeted positions?

• When to inject attack signals?

YES
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Injection attack

Step2: Control ghost touches
RX electrodes

(receiving) 
TX electrodes (driving) 

Phone

Output voltages
15

Excitation 
signal Vex

Ghost 
touches

Sensing circuit

Add an  
interference 

on Vex

Vout=Vref−
2Cm(Vex−Va+ )

C)
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Step2: Control ghost touches
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Ø Acquire synchronization signal. 

Radiated EMI 

Conducted EMIActivation signal

Excitation signal 
is rescanned!

Synchronization signal

Method1: Active synchronization
• Smartphone can adaptively adjust its 

refresh rate

Method2: Passive synchronization
• Extract synchronization signal from the 

radiated or conducted EMI.
Synchronization signal

Synchronization signalOR
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Step2: Control ghost touches
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ØEstimate target positions and calculate the transmission time. 

Malicious 
Connection? 

NO YES

1. Where are the target 
positions of touches?

Inject attack signal

t

1 2 3 4 5 6

2. When to inject 
attack signals?

Click “YES”

1 2 3 4 5 6TX

( X , Y )

Target positions
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Alteration attack

1
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Ø Human’s finger will absorb charges and create a current on 
the RX electrode.

Phone

Output voltages

TX
RX

Sensing circuit
Attack signal

N
O

YE
S

YE
S

Ghost 
touches

“YES” is clicked by 
fake touchesCurrent
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Denial-of-Service attack

1
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Ø DoS attack exploits the electrostatic discharge(ESD)-induced 
soft failure mechanism and disable the touch service.

Phone

Output voltages

TX
RX

Sensing circuit

Software stop 
working!

Can not operate 
the touchscreen!

Attack signal
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Experimental setup
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WIGHT Attack System Physical Setup

Attack Signal Generator

Synchronization Signal Detector

Synchronization Signal

Laptop
Data Acquisition

Device

Signal 
Generator Amplifier

GND line

Victim 
Device

Signal 
Generator

Power 
Amplifier

Laptop

DAQ

Malicious 
Socket

Victim 
Device

Target devices: 6 smartphones, 1 tablet, 2 standalone touchscreen panels. 
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Overall performance
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Models spec. dir. ref. / 
kHz exc/ kHz

Injection attack RX-targeted attack DoS attack
f./kHz vrms /V succ. f./kHz vrms /V succ. f./kHz vrms /V succ.

Xiaomi Mi Mix 2 USB-C V 119.7 323 309 310 19/30 322 220 20/30 230 60 30/30
Huawei nova 2 USB-C V 116.2 140.7 18.83 448 14/30 133 250 16/30 130 330 10/30

Apple iPhone SE Lightning H 60 303 12 300 17/30 120 300 11/30 20 220 30/30
Apple iPhone 7 Lightning H 60 120 12 230 19/30 120 200 10/30 300 200 28/30
Samsung Galaxy 

S20 FE USB-C H 118.12 416 420 300 13/30 416 70 18/30 416 230 30/30

LG Nexus 5X USB-C H 120 278 278 300 25/30 290 110 9/30 290 200 30/30
Asus Google 

Nexus 7 Micro H 120 129 300 280 13/30 129 30 14/30 85 270 30/30

CAPATIVATE-
PHONE Micro V 30 120 120 300 29/30 120 130 13/30 300 260 28/30

9-inch touch 
panel USB-A V 70 185 185 300 19/30 185 70 16/30 243 260 16/30

WIGHT can achieve injection, alteration, DoS attacks at average success rates 
of 62.2%, 47%, 86.9%, respectively.
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Factors
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Charging cable Eff. Succ.

Big-
brand 

charging 
cables

HUAWEI CP51 62% 8/10
HUAWEI AP71 100% 7/10

HUAWEI CC790 99% 7/10
HUAWEI AP70 93% 3/10

iPhone 100% 8/10
ZMI 100% 8/10

Samll-
brand 

charging 
cables

QOOVI CC-500C 47% 7/10
SmartDevil A51-104 100% 8/10
SmartDevil A51-106 100% 7/10
SmartDevil A51-110 100% 8/10
PISEN LS-TC09-2000 16% 0/10

QOOVI CC-022A 50% 0/10
Remax 57% 0/10

Vrms./V 53 71 88 110 113

Xiaomi MIX2 0% 0% 0% 50% 65%
LG Nexus X5 0% 80% 85% 90% 90%

Adapters Effi Succ.

OPPO VCA7GACH 116% 7/10

RECCI RCT-N02C 97% 9/10

QOOVI C213 96% 9/10

HUAWEI-050200 88% 7/10

Xiaomi A319-
050100U 53% 6/10

SKK-S258 97% 7/10

1. Magnitudes 2. Charging cables 3. Power adapters

Higher signal magnitudes

Higher success rate 

1. 

WIGHT is effective with  
charging cables and 

power adapters 

2. 

Small-brand cables with 
lower power efficiency 
but are safer to attack

3. 
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Countermeasures
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Database of trustworthy 
public charging stations.

q Authentication

q Software-based Detection
Use multiple touch features to differentiate 
human touches and ghost touches.

Ct
Capacitance 

variation
St

Dt

Pt

Touch size

Pressure

Duration

…. ….

Capacitance 
variation

Ct

Ghost touch

Human touchGhost touch

Ghost touch

q Hardware-based Suppression

Without CM choke

With CM choke

With CM choke

Without CM choke

CM choke

Ghost Blocker：Add a CM choke to block the 
path and suppress the attack signal. 
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Responsible disclosure
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We have contacted the product security 
team at Apple, Samsung, Xiaomi and TEXAS 
INSTRUMENTS, and received their feedback.
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Conclusion
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Ø Analyzed the underlying principle of successful ghost-touch injection theoretically 
and experimentally. 

Ø Proposed WIGHT, the first ghost touch attack against capacitive touchscreens by 
injecting CM signals via a charging cable.

Ø Validated the feasibility of WIGHT on 9 commercial touchscreen devices and 
proposed countermeasures to mitigate the threat.
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