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Sensors are everywhere!

IMU and 
Magnetometer

Forward 
Vision Sensors

Camera Ultrasonic and Bottom 
Vision Sensors

Infrared
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Automotive

Manufacturing

IoTDrones
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Transduction Attacks:

Sugawara, Takeshi, et al. “Light Commands: Laser-Based Audio 
Injection Attacks on Voice-Controllable Systems.”

Cao, Yulong, et al. "Adversarial sensor attack on 
lidar-based perception in autonomous driving."
ACM CCS, 2019.
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Zhang, Guoming, et al. "DolphinAttack: 
Inaudible voice commands." ACM CCS 
2017.

Trippel, Timothy, et al. "WALNUT: Waging doubt 
on the integrity of MEMS accelerometers with 
acoustic injection attacks." IEEE EuroS&P, 2017

Son, Yunmok, et al. "Rocking drones 
with intentional sound noise on 
gyroscopic sensors." USENIX 2015.

Attacks that use physical signals to induce untrustworthy sensor output
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Vocabulary and 
terminology 
differences

Transduction Attacks:
Challenges
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Sensors are 
ubiquitous and 
heterogeneous

Varying attack 
signals, sensors, goals

We found that there were conceptual similarities, but 
we lacked a simple way to express those similarities.
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Contributions:

1. Simple Sensor Security Model

2. Tranduction attack systemization

3. Defense systemization

4. Prediction methodology for attacks and defenses.
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Speech

Physical signal

What are commonly inside a sensor?
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Sensor

Input

Stimulus

Audio file

Analog signal

ADC

Digital signal

Output

Measurement

0101...ADC

Amplifier Filter
Analog to 

digital 
converter

Transducer
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How do transduction attacks work?
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ADC

Amplifier Filter
Analog to 

digital 
converter

Sensor

Output

MeasurementStimulus

0101...

Transducer
FALSE

Malicious
Physical
Signals 

3. Light
4. Magnet
5. Heat

1. RF signals 2. Acoustic signals

INJECT

Input
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Simple Sensor Security Model
General Ideas
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Common Properties Adversary in the ModelSensor Model

1. Similar analog signal 
processing

2. Same signal 
modalities

3. Sensitive to physical 
signals

4. Chain of blind trust

 Input Output

Model each sensor 
component with a 
transfer function

 

Legitimate input
Output

Malicious input

Model attacks by 
adding malicious signals 
into the model
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Simple Sensor Security Model
Transfer Function Representation
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Simple Sensor Security Model
Transfer Function Representation: Microphone Example
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ADC

Amplifier Low-pass 
Filter

Analog to 
digital 

converter

Input Output

AudioSound

Sound

0101...

Microphone

 
 

Audio

Ambient 
noise Electrical noise
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Simple Sensor Security Model
Adversaries in the Model
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Simple Sensor Security Model
Example: DolphinAttack (Zhang et al., CCS 2017)

ADC

Amplifier LPF ADC

Input Output

Malicious AudioUltrasound
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MicrophoneINJECT
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Attack Systemization
Common Attack Steps

0101...ADC
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Step 2: Measurement ShapingStep 1: Signal Injection
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Attack Systemization
Signal Injection Step (3 factors)

Injection Point

Signal Type Pre-transducer: RF signal, light, sound, magnetic, electric...

Signal Frequency
  In-band vs. out-of-band

Sensor Expected Operating Band Attack Frequency

MEMS Inertial Sensor ≤ 750 Hz > 1kHz

Microphone ≤ 20 kHz > 20 kHz
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0101ADC

Pre-transducer

Post-transducer: RF signal

Post-transducer
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Attack Systemization
Measurement Shaping Step (5 types)

Saturation

Intermodulation Distortion Envelope Detection

Aliasing Filtering

15



S&P 2020              SoK: A Minimalist Approach to Formalizing Analog Sensor Security

Attack Systemization
Example: ① DolphinAttack & ② Ghost Talk 

ADC

Amplifier LPF ADC

Input Output
Malicious
Audio

Microphone
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①

②

IMD: Demodulate attack signal

Filtering: Remove attack signal

Injection:
RF signal
Post-transducer
Out-of-band

Filtering: Remove attack signal

IMD: Demodulate attack signal

Injection: 
Ultrasound
Pre-transducer
Out-of-band
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Attack Systemization
Summary
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Ghost 
Talk

Defense Systemization
Detection and Prevention

Injection:
RF signal
Post-transducer
Out-of-band

Filtering: Remove attack signal

IMD: Demodulate attack signal

ADC

Amplifier LPF ADC

Malicious
Audio

Input Output
Microphone
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Detection Prevention
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Defense Systematization:
Detection
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Injection

Measurement 
Shaping

Saturation Detection IMD Feature Detection

Verifying ActuationTX Randomization Detecting Out-of-band
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Defense Systematization:
Prevention
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Randomization Shielding Filtering

Component Quality ImprovementFusion
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Defense systematization

21
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Prediction: Attacks

Malicious
Audio

ADC

Amplifier LPF ADC

Input Output
Microphone

IMD: Demodulate attack signal

Filtering: Remove attack signal
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①

Injection: 
Ultrasound
Pre-transducer
Out-of-band

Example: Part ① DolphinAttack 
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Prediction: Attacks
Example: Part ② Walnut 

Malicious 
Acceleration

ADC

Amplifier LPF ADC

Input Output
MEMS Mass

Filtering: Improper Filtering

Aliasing: ADC aliases signal
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②

Injection: 
Sound
Pre-transducer
Out-of-band
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Prediction: Attacks
Example: Part ③ predicting an attack 

Filtering: Improper Filtering

Aliasing: ADC aliases signal
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②

Injection: 
Ultrasound
Pre-transducer
Out-of-band

IMD: Demodulate attack signal

Filtering: Remove attack signal
①

Injection: 
Ultrasound
Pre-transducer
Out-of-band

Attacker Methods for AM Demodulation

Filtering: Improper Filtering

Aliasing: ADC aliases signal

Injection: 
Ultrasound
Pre-transducer
Out-of-bandP

re
d

ic
t

AM Injection
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Malicious
Audio

Prediction: Defenses
Example: ① DolphinAttack & ② Ghost Talk 

ADC

Amplifier LPF ADC

Input Output
Microphone

IMD: Demodulate attack signal

Filtering: Remove attack signal

Injection:
RF signal
Post-transducer
Out-of-band

Filtering: Remove attack signal

IMD: Demodulate attack signal
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①

②

Injection: 
Ultrasound
Pre-transducer
Out-of-band

Established Defense: 
Filtering to remove IMD

Predicted Defense: 
Filtering to remove 

IMD
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Conclusion

1. Simple Sensor Security Model enables easier comparison 

of transduction attacks

2. Our systemization reveals how several attacks and 

defenses on different sensors can be conceptually similar

3. Analysis of past attacks via our model hints at future 

attacks and how to defend against them

26
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Join us afterwards for a discussion on sensor security!
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