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What is Autonomous Vehicle?

Source:Michael Aeberhard, BMW Group Research and Technology



Levels of Driving Automation



Connected Automated Vehicles



How can cars be Autonomous?

Source:Michael Aeberhard, BMW Group Research and Technology



Hardware Architecture

Source:Michael Aeberhard, BMW Group Research and Technology



Vehicle Sensors Radar

Works in low light & poor weather, but lower resolution.

LiDAR

Emits light, so darkness not an issue.
Some weather limitation.

Camera

Senses reflected light,
limited when dark.
Sees colour, so can be
used to read signs,
signals, etc.

Ultrasound
Limited to proximity, low speed manoeuvres.

Source: Texas Instruments 11



Vehicle Controllers

\ Electric Power Steering

\ Electronic Throttle



Autonomous System

B Maneuver Planning H State Machine
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Source:Michael Aeberhard, BMW Group Research and Technology



Advanced Driver Assistance System (ADAS)



ADAS Application



Demo of Tesla Model S Autopilot



How to Hack Sensors?

"~ Sensors [l Autonomous System Jll Control

Cameras
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MMW Radars

Spoofing
Jamming
Ultrasonic Sensors ||»

Spoofing
Jamming
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Attacking Ultrasonic Sensors



Ultrasonic Sensors

Proximity sensor

* Parking assistance

* Parking space detection
* Self parking

* Tesla’s summon



Parking Assistance



How do ultrasonic sensors work?

* Piezoelectric Effect
 Emit ultrasound and receive echoes
* Measure the propagation time (Time of Flight)

e Calculate the distance : propagation time of echoes
¢ : velocity of sound in air



Attacking ultrasonic sensors

Transmitter pulse Echo pulse
Attacks:

Original W

° lamming Pulse
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Jamming Attack

Known performance defect

Jamming
Signal

Basic Idea:
* Injecting ultrasonic noise to lower Signal to Noise Ratio (SNR)
* At resonant frequency (40 — 50 kHz)

Experiment target:
e 8 stand-alone ultrasonic sensor modules
* Tesla, Audi, Volkswagen, Ford



Jamming Attack - Setup

Car in figure:
Tesla Model S

A:

Ultrasonic Jammer

B:

3 ultrasonic sensors on
the left front bumper



Jamming Attack — Demo on Tesla



Jamming Attack — Demo on Audi



Jamming Attack — Results

* On ultrasonic sensors
* On cars with parking assistance
* On Tesla Model S with self-parking and summon

Tesla Normal Tesla Jammed Audi Normal Audi Jammed



Spoofing Attack

Basic Idea
* Transmitting ultrasonic pulses with similar pattern

* Timing matters!

Difficulty
* Only the first justifiable

o Spoofing
echo will be processed Pulscs W 4\/\/\/\/» W

<+ Spoofed e




Spoofing Attack — Demo on Tesla



Spoofing Attack — Demo on Volkswagen
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Spoofing Attack - Results

* On ultrasonic sensors
* On cars with parking assistance

Tesla Normal Tesla Spoofed Audi Spoofed



Acoustic Quieting

* Cloaking

* Sound absorbing materials

* Acoustic Cancellation
* Cancel with sound of
reverse phase
* Minor phase and
amplitude adjustment



Attacking Millimeter Wave Radars



Millimeter Wave Radar

Short to long range sensing

* Adaptive Cruise Control (ACC)
* Collision Avoidance

* Blind Spot Detection

Con

struction of the Bosch RADAR sensors MRR and LRR3 (Source: Bos

ch)



How do MMW Radars work?

* Transmit and receive millimeter electromagnetic waves

* Measure the propagation time

* Modulation Voltage-controlled
 Amplitude N ?Scmam@_ Frequency| | -
* Frequency (FMCW) /Tx-Antenna o Control
* Phase Bistatic |
* Doppler Effect FM-Radar
* Frequency Bands: >RX'A"te"”a ,®_ ,i/f, | ADC || FFT
24 GHz . I
Mixer  Amplifier
° 76'77 GHZ Low-pass

35



Frequency Modulated Continuous Wave (FMCW)



Attacking MMW Radars & Setup

Attacks:
* Jamming
* Spoofing
* Relay

Equipment:

Signal analyzer (C)
Harmonic mixer (E)
Oscilloscope (B)

Signal generator (D)
Frequency multiplier (E)



Attacking MMW Radars - Signal Analysis

* Center frequency: 76.65 GHz
* Bandwidth: 450 MHz
* Modulation: FMCW



Attacks on MMW Radar

Jamming Attack
* Jam radars within the same frequency band, i.e., 76 - 77 GHz

Spoofing Attack
* Spoof the radar with similar RF signal

Relay Attack
* Relay the received signal
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Attacking MMW Radars - Results

* Jamming: evaporate detected object
* Spoofing: tamper with object distance



Attacking MMW Radars — Demo on Tesla



Attacking Cameras

On Mobileye, Point Grey, and Tesla Model S
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Automotive Cameras

Computer vision

* Lane departure warning/keeping
* Traffic sign recognition

* Parking assistance



How do automotive cameras work?



Attacking Cameras - Setup

Attack:
* Blinding

Equipment:

* LED spot

* Laser

* Infrared LED spot



Attacking Cameras — Results with LED spot

* Part or total blinding

LED toward the board LED toward camera Tonal Distribution



Attacking Cameras — Results with Laser

* Part or total blinding
* Permanent damage

Fixed beam Wobbling beam Damage caused Damage is permanent
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Discussion

* Attack feasibility
e Countermeasures
e Limitations & Future work



Conclusions and Takeaway messages

* Realistic issues of automotive sensor security

* Big threat to autonomous vehicles (present and future)
* Attacks on ultrasonic sensors

* Attacks on MMW Radars

* Attacks on cameras

* Attacks on self-driving cars
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