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Abstract

Falsifying electrical signals in computer systems—the gate-
way between the physical and digital worlds—intentional
electromagnetic interference (IEMI) attacks have become in-
creasingly pervasive and damaging to cyber-physical systems
due to their ability to disrupt or control a wide range of safety-
and security-critical applications. Existing studies of IEMI at-
tacks are often highly device-specific and exploit disparate, in-
sufficiently compared attack vectors. The absence of a unified,
model-based understanding of IEMI vulnerabilities hinders
both transferable security assessments and effective cross-
disciplinary collaboration toward deployable protections. To
address this gap, this work analyzes over 80 instances of IEMI
attacks and defenses to provide an analytical framework that
models how adversaries achieve IEMI coupling and sample
manipulation to inject malicious electromagnetic energy that
alters hardware behavior and impacts software execution. The
primary goal is to move the field beyond exhaustive empirical
discovery of vulnerable instances and toward in-depth theo-
retical analysis and proactive defense strategies applicable to
both existing and future cyber-physical systems. In addition to
identifying gaps in current IEMI attack and defense research,
this work outlines important directions for future work tai-
lored to the needs and roles of different stakeholder communi-
ties. To foster future research on IEMI attacks, we are releas-
ing and maintaining an open-source IEMI research database
athttps://iemi-research-database.github.io/.

1 Introduction

In the era of cyber-physical systems (CPS) that are built from
and depend upon the seamless integration of computation
and physical components [1], trustworthy operations in the
physical world are crucial to ensuring system security. A
growing number of research works have highlighted the secu-
rity vulnerabilities of CPS hardware to adversarial physical
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Figure 1: IEMI attacks affect cyber-physical systems by com-
promising the operation of perception, computation, actuation,
and wired communication components, which are widely inte-
grated into critical infrastructures, medical healthcare devices,
smart IoT systems, etc, causing various consequences.

interference like acoustic [2-4], optical [5, 6], and electro-
magnetic signals [7-9], demonstrating how hardware flaws or
errors could cascade to computation and software, ultimately
compromising the services CPS provides.

Among these physical attack vectors, electromagnetic in-
terference (EMI) has a universal impact since the underly-
ing electric circuits of modern system computer hardware
are inherently susceptible to EMI. Due to this phenomenon,
even unintentional electromagnetic interference between elec-
tronic devices could easily cause fatal system failures [10-12].
Although electromagnetic compatibility (EMC) design and
testing are mandated for most electronic devices, extensive
research reveals that these devices are still vulnerable to in-
tentionally designed EMI, allowing attackers to disrupt or
control device functionalities despite the existing EMC pro-
tections. Notably, such adversarial interference has demon-
strated profound security impacts in a wide range of CPS
applications such as critical infrastructure and industrial au-
tomation [13-16], autonomous driving [9, 17-19], medical
healthcare [7, 20, 21], IoT devices [22-31], cryptographic
modules [32-36], etc., with consequences ranging from steal-
ing connected Tesla cars [28] to injecting false electrocardio-
graphy signals that compromise the operations of implantable
defibrillators [7]. This work investigates these attacks that
intentionally inject malicious EM energy, introducing faults
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or false signals into electronic systems to disrupt, confuse,
or damage these systems [37], which we collectively refer to
as Intentional Electromagnetic Interference Attacks or IEMI
Attacks.

Despite individual prior research investigating how to con-
duct and mitigate IEMI attacks on specific devices, it remains
unknown how security researchers can effectively explain,
predict, and defend against [EMI threats in a systematic way.
Notably, the number of individually reported IEMI attacks
has increased almost exponentially over the past 20 years
significantly outnumbering the amount of defense analysis,
while it is still unclear how we can scientifically analyze and
compare different instances of attacks so that their practical
impacts are understood and vulnerability causality may be
utilized for designing deployable protections.

A fundamental challenge is that the vast number of po-
tentially susceptible CPS devices have unique hardware and
software, making the enumeration and manual experimental
verification of all exploitable interfaces infeasible. Predict-
ing and preventing possible IEMI attacks thus necessitate
a model-based approach that synthesizes usable theoretical
formulations from existing literature. Widening the gap is
the misalignment among stakeholders—such as EM fault in-
jection (EMFI) and EM signal injection (EMS]) researchers,
device designers and manufacturers, and EMC researchers
and regulators—Ilargely due to the absence of a shared ana-
Iytical framework. To close this gap, this work provides a
systematization of IEMI attack and defense based on over 80
peer-reviewed publications.

In IEMI attack systematization, we introduce an analytical
framework that decomposes IEMI attacks into two tightly
integrated processes: IEMI coupling, which models how ma-
licious electromagnetic energy is injected into circuits—a
process primarily grounded in EMC theory and electrical
engineering——and sample manipulation, which captures how
the injected energy perturbs original circuit signals and prop-
agates to affect software execution, drawing primarily on
methodologies from security research. The framework en-
ables in-depth understandings of existing IEMI attacks, based
on which we dissect existing attack instances and make key
observations, such as the often overlooked factors of real-
world attack feasibility assessment, the possible convergence
of EMFI and EMSI attack approaches, the emergence of new
attack vectors, the missing development of crucial feedback
methodologies for closed-loop injection control, etc.

In IEMI defense systematization, we start by providing a
high-level interpretation of the myths observed in existing
IEMI research, including the security communities’ misper-
ception about the protective power of EMC and the dangerous
false sense of security with the proposed seemingly adequate
mitigation, despite the lack of theoretical reasoning and assur-
ance, experimental validations, and real-world deployments.
We then analyze existing and other possible defense strategies
based on the essential stages and requirements of the IEMI

coupling and sample manipulation processes. Important iden-
tified gaps include the lack of automated coupling interface
discovery strategies, proactive synchronization countermea-
sures, etc., highlighting the need for more theory-grounded
and deployment-based defenses developments.

Based on the systematization, we further extract the remain-
ing observed gaps and summarize important future works for
IEMI attack researchers, defense researchers, and general se-
curity practitioners and designers respectively. In summary,
our work offers the first comprehensive survey and system-
atization of knowledge on IEMI attacks and defenses and
how they interact with and inform each other, making several
unique contributions, as summarized below:

» Extensive analysis of existing IEMI works: We compile
and categorize over 80 studies in IEMI security, providing
a systematic overview for understanding the variations
and trends in existing research.
¢ Framework for modeling IEMI attacks and defenses:
We introduce a structured framework for dissecting IEMI
attacks and defenses, facilitating deeper understanding,
comparative analysis, and prediction of attack and defense
methodologies.
Identified gaps and directions for future research: We
further summarize critical gaps and propose future re-
search directions to assist the community in addressing
significant, unexplored areas of IEMI security.

Systematization Scope and Roadmap: We provide a com-
prehensive review of over 80 peer-reviewed papers from the
security and EMC communities from 2000 to August 2025
(see Appendix A for details). Section 2 examines the histor-
ical context and regulatory landscape that drive the need to
address the IEMI security in the age of CPS. Section 3 intro-
duces a model-based IEMI analysis framework with dedicated
terminologies. Based on it, Section 4 systematizes attack re-
search, providing a detailed analysis of key observations and
open questions. Section 5 further analyzes representative de-
fense methods and remaining challenges. Finally, Section 6
explores open problems in IEMI attacks, discusses current
limitations, and identifies promising future directions.

2 Background & Motivation

This section provides a brief history of IEMI attacks, dis-
cusses its known threats and impacts, and examines current
policies related to electromagnetic compatibility (EMC) in
both government and industry sectors. We next underscore
the critical motivations for addressing the security of IEMI
threats in cyber-physical systems.

2.1 History of Electromagnetic Threats

Research into IEMI attacks began in the 1960s with inves-
tigations of high-altitude electromagnetic pulse as a tool to



disrupt critical electrical infrastructures such as aircraft and
communications systems [38], giving birth to the concept of
electromagnetic warfare (EW) [39]. By the late 1990s, the
focus shifted to investigating how high-power electromag-
netic interference on the order of kilowatts could disrupt or
destroy civilian systems and cause property loss or safety
problems [40,41]. Over the past two decades, the computer
security community has explored the use of low-power, low-
profile IEMI equipment (e.g., USRP [42] and PicoEMP [43])
to achieve much more fine-grained controls over the target
systems’ behaviors. This research has primarily followed two
paths: electromagnetic fault injection (EMFI) and electromag-
netic signal injection (EMSI) attacks.

Electromagnetic Fault Injection (EMFI) attacks induce
faults in the hardware operation of a system using IEMI
to retrieve encryption keys through differential fault anal-
ysis [32,44] or to bypass/execute privileged program seg-
ments [45-48]. EMFI research began with theoretical works
on fault injection attacks against cryptographic protocols. In
2002, Quisquater et al. [44] demonstrated the experimental
feasibility of using EM disturbances to induce faults in pro-
cessor chips for cryptanalysis, stimulating extensive research
on the effectiveness of EMFI attacks for compromising cryp-
tographic operations and privilege escalation attacks.

Electromagnetic Signal Injection (EMSI) attacks induce
changes to the signals processed by the hardware of a system
using IEMI to maliciously disrupt or control downstream soft-
ware operations of the system. Unlike EMFI, which induces
discrete faults to compromise security primitives, EMSI aims
to continuously modify system behavior within a seemingly
normal range. These attacks often target a broader range of
components, such as sensors, that lack security primitives.
This category of attacks is also referred to as EM/EMI in-
jection attacks [7-9, 19] and electromagnetic induction at-
tack [15] in the literature. Early research by Rasmussen et
al. [49] in 2009 demonstrated that radio signals could in-
duce currents in implanted medical devices. Kune et al. [7]
further advanced this in 2013 by demonstrating the first sys-
tematic low-power (less than 10 W) IEMI attacks on cardiac
implantable electric devices (CIEDs) and microphones. Since
then, low-power IEMI has been established as an effective
tool for achieving fine-grained manipulation on a wide range
of target cyber-physical systems.

2.2 Motivation for SoK

Electromagnetic interference has long been a concern in sys-
tem design, but the growing threat of IEMI attacks against
interconnected cyber-physical systems has made this issue in-
creasingly urgent. We identify several key gaps that motivate
this systematization.

Inherent Vulnerability. Fundamental electromagnetic
principles render modern electronic circuits inherently sus-
ceptible to EMI, making most cyber-physical systems theoret-

ically vulnerable to IEMI attacks. However, the factors that
determine why some targets are more easily exploitable than
others remain poorly understood.

Energy-Security Trade-off. The push toward low-power
and energy-efficient designs, central to mobile and IoT sys-
tems, increases susceptibility to IEMI by reducing operating
voltages and noise margins. How to effectively protect future
ultra-low-power and highly miniaturized electronics remains
an open challenge.

Evolving Threat Landscape. Reported and suspected
IEMI attacks have grown rapidly in recent years, driven by
the widespread deployment of vulnerable devices and the
availability of low-cost, portable IEMI equipment. This trend
is especially concerning for critical cyber-physical infrastruc-
ture, such as autonomous vehicles, industrial automation, and
medical systems. Moreover, attacks are shifting from coarse
disruption to more precise EMFI and EMSI techniques, high-
lighting the need for systematic characterization of feasible
targets and attack impacts.

Imbalanced Attack/Defense Efforts. IEMI attacks are
often significantly easier and cheaper to execute than to de-
fend against, particularly at the physical layer. Defenders
must protect complex systems against a broad and evolving
attack surface while preserving functionality, leading to a
research landscape dominated by attack demonstrations. A
key missing piece is effective modeling of IEMI attacks to
enable systematic defense design and evaluation.

3 IEMI Problem Formulation

This section introduces the model underpinning our system-
atization of IEMI attacks and defenses. Fig. 2 overviews
the IEMI attack process against a hardware farget sampler
and its surrounding system, modeling it as the combination
of IEMI coupling, which establishes a physical channel for
malicious signal delivery, and sample manipulation, which
translates attacker intent and target behavior into adversarial
IEMI waveform designs. The model is deliberately kept sim-
ple while preserving generality and precision and serves as
the foundation for our subsequent literature analysis.

Target Sampler and System. A target sampler is a hard-
ware entity that discretizes analog electrical signals. As the
gateway between the physical world and the cyber world,
samplers are essential to all modern computer systems. The
susceptibility of target samplers to electromagnetic interfer-
ence is a fundamental cause of IEMI attacks. A target sampler
S]] converts an input signal V (¢) that the sampler intends to
measure into discrete data samples. This process is orches-
trated by a clock signal C(¢) which sets the sampling rate,
and a reference signal R(r) which provides a reference for
the measurement. The acquired sample Samp[n] at time ¢ is
(detailed in Appendix B):

Samp|n] = S[V (1),C(t),R(1)] 1
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Figure 2: The proposed IEMI analysis framework consisting of IEMI coupling and sample manipulation processes, with an
illustrative example of an attacker using IEMI to turn a smart glass on/off in [28] (distinguished paper of IEEE S&P 2024). The
red area in the example under attack shows successful manipulation; the gray area showcases how the coupled IEMI signals
could fail due to insufficient knowledge of the system’s current state and/or lack of precise timing and amplitude control.

A target system is a software-hardware entity whose be-
havior depends on the output of the target sampler, modeled
as a finite-state machine [50,51]. A function P[] represents
the state transitions, which maps the current input and the
previous state to the next state. The current state can then be
formulated recursively as:

State[n] = P[State[n — 1],Samp|n]]. (2)
In an end-to-end IEMI attack, the adversary causes changes
in at least one of V(¢), C(z), or R(¢) to modify Sampin| to
be an erroneous value, .ng\p[n], forcing the state machine to

enter an insecure state State[n].

IEMI Coupling is the process of delivering electromag-
netic energy generated on the adversary’s end to targets to
induce analog voltages that change target sampler inputs. The
fundamental mechanisms for changing V (¢),C(¢), R(¢) are the
same. Hence, we use the example of changing V(z), where
the input voltage signal under IEMI attacks is:

V(t) = Vtrue(t) JrT(Vadv(t)) 3
Virue(t) is the authentic electrical voltage on the input without
IEMI. The attacker-induced malicious voltage is modeled
by Vaay(t)—the IEMI source signal sent from the adversary’s
antenna—subjected to the transfer function 7 () of the [EMI
coupling process. The function 7'(+) is characterized by its
frequency response to the EM energy generation by the ad-
versary and embodies the impact of several target-specific
factors, such as the distance and angle between the adversary
and the target, the casing material of the target hardware, etc
(detailed in Appendix B).

Sample Manipulation is the process of designing the
IEMTI’s time-varying waveform based on the malicious volt-
ages that the adversary wants the target samplers to receive,
which would result in manipulated data in the software space.
This consists of (1) reverse engineering the working princi-
ple of the target system to map desired state transitions to

required samples, i.e., state-sample mapping, (2) applying
timing controls to align the induced IEMI signals with inter-
nal timing of the target, and (3) applying amplitude controls
to trick the target sampler into perceiving desired values.

Specifically, reverse engineering on Eqgs. (1) and (2) enables
the adversary to find a state-sample mapping function R ()
that predicts a viable sequence of required samples:

[Samp[1],...,Samp(n]] = R (State[n], Stare[0]).  (4)

Furthermore, the IEMI signal that an adversary needs to
generate in Eq. (3) can be modeled as a baseband signal b(t)
modulated onto a carrier signal, i.e.,

Vaav(t) = modul[b(1), Y Ai(t) - sin(2nfi -1 + (1))},  (5)
{i}

where modul|-] performs modulation, ¢(¢) and A;(¢) are ad-
justable phases and amplitudes for timing and amplitude con-
trol, and f; represents the frequency of a single sinusoidal
component with {i} indexing the set of all carrier frequency
components. In practice, the IEMI signal’s amplitude and
frequency ranges are constrained by the maximum output
power and frequency of the EM modulation and generation
device, denoted as Viiy, and fiin, respectively.

IEMI Threat Models. We note that factors of common
IEMI threat models could be mapped to the parameters in
T(-), S[‘], and ©[-]. Physical deployment conditions that affect
coupling feasibility can be abstracted into the coupling chan-
nels characterized by T (-). For example, metal enclosures and
better grounding generally result in lower transfer efficiencies
compared to plastic devices without proper grounding, in-
creasing attack difficulties. The target’s operating state during
injection maps to the clock and sampling process, where C(7)
determines the sampling edges, and implementation-specific
decision thresholds can be represented by extending S[-] with
additional threshold parameters when needed. Finally, an
attacker’s knowledge of target timing corresponds to what the
attacker can infer about the target’s internal sampling schedule
and state transition schemes.
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Figure 3: The essential components of IEMI disrupting and
controlling attacks. By mapping attack objectives to the re-
quired knowledge and mechanisms, it’s possible to compare
the difficulty of executing different IEMI attacks.

4 Attack Systematization

This section provides a taxonomy and detailed analysis of
existing IEMI attack research. Our attack systematization
methodology dissects an IEMI attack into its adversary and
target profiles, IEMI coupling methodologies, and sample
manipulation methodologies (Fig. 3).

4.1 Adversary & Target Profiles
4.1.1 Adversary Profiles

IEMI adversaries are profiled by several key characteristics.

(1) Attack objective & knowledge. Attackers leverage IEMI
to achieve either controlling or disrupting outcomes, where
feasibility is strictly constrained by the attacker’s knowledge
of the target’s internal state, specifically their ability to syn-
chronize with sampling windows.

Controlling attacks (marked as £) aim to force the system
into a specific, adversary-chosen state (State[n] = State,qrger).
This objective necessitates white-box knowledge (e.g., exact
sampling timing, target sampler’s state), control over relative
and/or absolute timing, and access to a similar target system
for preliminary assessment. For instance, Yang et al. [13]
assume the adversary acquires a replica device to profile these
fine-grained timing parameters beforehand.

Disrupting attacks (marked as £A) aim to cause deviations
(Stateln] # State; ) without precise control. These attacks
are feasible with significantly lower requirements. Attackers
can operate under gray-box or black-box assumptions, know-
ing only the approximate operating frequency rather than the
exact sampling instants. Furthermore, there are no timing or
synchronization requirements, and methods using continuous
single-frequency sinusoidal waves are sufficient to induce
denial-of-service (DoS) without aligning with specific data
bits.

(ii) Attacker’s capabilities & scenarios define the factors
the attacker can control. The capability (i.e., adjustable IEMI
parameters) and size of the attack equipment, together with
the achievable attack distances, collectively determine the at-

tack scenarios and stealthiness, and thus influence an attack’s
feasibility as a real-world threat.

The capability of an IEMI attack depends on three essential
pieces of equipment (shown in Fig. 2): a signal generator, a
power amplifier, and an antenna. This equipment enables an
adversary to precisely control the attack signal’s frequency
(f), amplitude (A;), and modulation method (modul[-]). The
maximum attainable frequency (f;;,) and peak power (V)
are inherently constrained by the technical specifications of
the available equipment. A sufficiently capable attacker can
craft a fine-grained attack signal such that V,;,(¢) enables
either controlling or disrupting attacks.

The physical distance between the adversary and the target
system differentiates three typical attack scenarios. Physical
Access (marked as ) scenarios assume the attacker has direct
physical access to the target system, allowing for direct signal
injection by tapping into wires [27,54]. Proximity (marked as
) scenarios assume the attacker operates from a nearby lo-
cation, mostly by placing miniaturized or camouflaged IEMI
generation equipment near the target [25,26]. Long-range
(marked as mm) scenarios assume the attacker operates from a
more significant distance, typically several meters away.

Research Gap. Our analysis in Table | observes that indi-
cate that a large portion of IEMI attacks still use large equip-
ment as proof-of-concept demonstrations, and the number
of proximity attacks using real miniaturized devices is very
limited. In particular, there is a common assumption that the
use of high-power amplifiers and high-gain antennas extend
the attack distance [19,26,70]. A novel approach introduced
by LightAntenna [93] aims to enhance attack stealthiness and
practicality by turning non-antenna devices, such as fluores-
cent lamps, into unintentional IEMI injectors.

Key Observation 1

Most existing IEMI attacks still demonstrate physical ac-
cess or proximity to targets. This constraint mostly arises
from their proof-of-concept research scope.

Open Question: Despite the prevailing belief that employ-
ing advanced amplifiers and antennas can increase attack
distance, how practical is this assumption, and how can
| researchers and manufacturers validate it?

J

4.1.2 Target Profiles

Prior IEMI attack research has already shown the feasibility
of affecting a wide range of target systems and samplers.

(i) Target system. The documented target systems span
multiple domains. The most prevalent targets are household,
consumer-grade devices, such as Internet of Things (IoT)
smart devices.

This phenomenon could be largely attributed to their easy
accessibility and thus a higher degree of adversary knowledge
through extensive reverse engineering. Critical infrastructure
and industrial automation systems are also common targets
primarily due to their static nature and the potential for sub-



Table 1: Systematization of IEMI Attacks with IEMI coupling- Sample manipulation Model.

Adversary Profiles IEMI Coupling Sample Manipulation
e Attack | Adversar EM Couplin Couplin Timing Control Amplitude Control
Application | Target System Target Sampler Paper Objective Proximit;’ Source Inteffacg P:th # Number Rel:ltiveg Absolute Relal:ive Absolute
Microphone ADC [7.22,23,52-54] 2 OOom Sine @®® | MEM,Wired [ ° 0 ) °
Smartphone Touchscreen ADC [24-27,55-58] 2 O Sine @ ® E.EM,Wired [1] [] [J [J O
Camera ADC,GPIO [8,54,59-64] £ [ fam] i) Sine&Pulse @ @ ® | M,EM,Wired ﬁ [ ) [ ) [ @]
Smart Tablet Touchscreen ADC [55,56] = = Sine () E |3 [J [ (] (o)
IoT Smart Glass Touch sensor GPIO 28] 2 [=] Sine&Pulse () EM [ ] ° ¢ ° @)
Smart Lock Motor GPIO [29] = = Sine [D) M [ 3 [ J [ J (] O
Smart Microphone ADC [30] 2 m Sine () EM [L] ° 0 ] °
Speaker Speaker ADC [31] 2 [=] Sine () M L] ° O &) °
Camera” GPIO 18] 2 m Sine&Pulse (D) EM [ 3 ° ° ° @)
Vehicle LiDAR” ADC,GPIO [9,18,65] 2 = Sine [(NI®) EM [L] ° ° ) °
Autonomons ABS ADC [66] [au) Sine () M [ 0 0 ° &)
Driving Camcya ADC,GPIO [19,67] ] Sine @D EM | O ®] [ (o)
UAV MU GPIO [19,67-69] = Sine © EM | ° [} ° &)
Servo motor GPIO [70,71] z = Sine (D) EM |3 D ° €] °
Cardiac Device Lead ADC [71 = Sine @ EM [ 3 [ J O [ J O
Medical BCI System Electrode | ADC,GPIO [20,21] = Sine (N0 EM | ° o) @) °
Healthcare | Infant Incubator | Thermometer ADC [14,72] m Sine @ EM [ 3 [ O [e] [
Power Inverter ADC [13,73] 2 [ Sine @ M,EM [ ] ° 0 ) °
Grid Converter ADC [74] ] Sine () EM [ [J O [ ] O
Critical . Camera ADC [75] 2 [==] Sine @ EM L] [ o [ ]
Infrastructure Industrial IR Sens ADC i [ [e) O
Automation ensor [15,76] [sm] Sine @ M [J [J
& 2 H - =
Valve ADC 771 = Sine D) Wired [ ] ° o ° C
Indusirial EV Charger Converter GPIO [16,78-80] = Sine D® EM ] ° ° ° )
Automation HCI Keyboard GPIO [81] £ = Sine (D) EM L] ° D D )
Devices Mouse ADC [82] = [=m] Sine () EM [ [ J (] O
Cryptographic AES FF [32-34,83-85] 2 [=q==" Sine&Pulse | A ® EM [L] ° ° °
Module RSA FF [35,45] 2 [ Pulse ® EM L] ° °
& DSA FF [86] £ = Pulse ® EM L] o °
General Microcontroller | Tnstruction FF [36,45-48] £ [ Pulse @ ® EM 1] O ° [
Wired UART GPIO [15,76,87,88] = [sm) Sine D M | ] L [ [
Serial 12C, SPI GPIO [19,88-90] - Sine D EM |3 [J [ (] O
Communication [ CAN Bus GPIO [91,92] m Sine D M, EM [ 3 ° ° ° @)

FF: Flip-flop. ADC: Analog-to-digital converter. GPIO: General-purpose inputs/outputs. : Controlling attack.

: Disrupting attack. ": Attacks on sensor’s serial buses.

EM: Electromagnetic coupling. E: Capacitive coupling. M: Inductive coupling. Wired: Conducted coupling. [l: Single-sampler attack. Il: Multi-sampler attack.
IJ: Physical Access. [ Proximity. HH: Long-range. @: Analog signal traces. (@): Digital data lines. ®): Power cables. @: Required. O: w/o Requirement.

stantial operational security impact. In contrast, while medi-
cal systems and autonomous driving systems have attracted
offensive research attention owing to their severe safety con-
sequences, they are generally more challenging systems to
target due to the lack of accessibility and the challenge of in-
jecting coherent signals into moving targets. A common char-
acteristic across most existing targets is their susceptibility to
IEMI attacks at relatively short distances. Long-distance tar-
gets, particularly distributed critical infrastructure (e.g., smart
grid sensors [13], inverters [13,73], and converters [74]), have
been investigated and experimentally verified via proof-of-
concept demonstration. These systems are typically exposed
in open environments yet remain difficult to access, making
them realistic long-range targets.

(i) Target sampler. Existing attacks have targeted three
main categories of sampler structures.

Flip-flops (FFs) and other similar logic gate structures
between two registers are target samplers of EMFI at-
tacks against hardware in computation and cryptographic
units [33, 83, 84].

Analog-to-digital converters (ADCs) are the most attacked
type of samplers in EMSI attacks, as they widely exist in
sensors and currently have no security primitives for authen-
tication. Almost all common sensors, including cameras,
microphones, IMUs, temperature sensors, etc., have been
shown to be vulnerable to [EMI attacks.

General-purpose inputs/outputs (GPIOs) in digital com-

munication interfaces, such as UART, 12C, SPI, and MIPI
CSI-2 [8], are another common type of targets in sensors and
actuators. GPIOs could be viewed as a special form of ADC
that determines O or 1 from an input voltage.

Although FFs are more fundamental and thus more ubiq-
uitous in modern computer systems, Table | shows attacks
against ADCs and GPIOs are, counterintuitively, outnumber-
ing attacks against FFs. This is most likely due to the signifi-
cantly higher clock rate (C(z)) of FFs (GHz-range) compared
to GPIOs and ADCs (MHz/kHz-range), posing significantly
more challenges of timing control (Section 4.3).

Research Gap. It is observed that most previous EMSI
attacks aim to change the inputs V(¢) of ADCs and GPIOs,
while EMFI attacks focus more on affecting the clock sig-
nals C(t). There are only a few recent works [27,77] that
have explored how to affect reference signals R(¢) to change
sampler output, which suggests a possible direction for future
offensive research.

Key Observation 2

7

A wide variety of sampler structures, each deployable on
different CPS devices, have been targeted. The main factors
influencing the choice of targets include their accessibility,
whether they are mobile or stationary, and the magnitude
of their safety impact.

Open Question: How can target sampler susceptibility ob-
served in easy-to-access systems be extrapolated to hard-to-
access or even unseen systems for IEMI threat prediction?




4.2 1EMI Coupling

The IEMI coupling process builds upon essential components:
EM source, coupling path, and coupling interface.

4.2.1 EM Source

An EM source could be characterized mainly by the frequency
and amplitude of the carrier signal it generates, as shown by
Eq. (5). The baseband information b(¢) and modulation type
modul[-], which are primarily controlled for sample manipu-
lation, will be further discussed in Section 4.3. Two types of
carrier signals are mostly used in IEMI attacks.

(1) Continuous single-frequency sinusoidal waves are well
suited for long-range EM propagation and are therefore
commonly used in EMSI attacks at longer attack distances
(v/mm) [8,9, 14,19,23]. The carrier frequency (f; in Eq. (3))
critically affects the coupling efficiency of the transfer func-
tion 7 (-), motivating prior work to identify EM resonant fre-
quencies of the target sampler’s circuitry based on impedance
and geometry. Such resonances are identified via either theo-
retical analysis [15,25,76] or, more commonly due to model-
ing complexity, empirical testing [8,15,26,81].

(ii) Pulse waves are effective for transient disturbances but
less efficient for long-distance attacks. Most EMFI attacks
exploit high-energy pulses (e.g., around 100 Volts for A;) to
introduce sudden disturbances in the target systems’ hardware
operations. These attacks require close proximity (/) to
the target devices. A pulse wave consists of a single-frequency
sinusoidal wave and a near-infinite series of its harmonics,
covering a very large band of frequencies. Adversaries using
pulse waves thus often do not need to find target resonance
frequencies.

Research Gap. Although most prior EMSI attacks used
single-frequency sinusoidal waves targeting longer-distance
attacks while most EMFI attacks used pulses targeting
physical-proximity attacks, there is a potential trend and op-
portunity of integrating the advantages of these two types
of waveforms. For example, a recent work by Nishiyama et
al. [34] exploited sine waves for remote fault injection, and
Zhang et al. [28] used commercial EM pulse generators to
inject false signals into smart glasses’ touch sensors.

Key Observation 3

Empirical device-dependent testing of the effectiveness of
different electromagnetic waveforms and frequencies domi-
nates the current research landscape.

Open Question: How challenging and beneficial would it
be to pursue more rigorous quantitative characterization that
builds upon modeling and simulation of the target system’s
| electrical resonance characteristics?

J

4.2.2 Coupling Interface

The coupling interface of an IEMI attack is a wire compo-
nent within the target system that acts as an unintentional

antenna to receive EM energy that affects the target sampler’s
V(t), C(t), or R(r). Different coupling interfaces are often
associated with different types of affected sampler inputs.

(i) Power cables (marked as ®): Examples include charg-
ing cables of smartphones [27,58] and the power supply mod-
ules of sensors (e.g., accelerator, microphone, camera) [54,77]
and actuators (e.g., servos and valves) [77]. Power cables are
uniquely positioned to modify the clock signal C(¢) of FFs
for clock glitching attacks [32,33, 83, 84], but can also affect
the voltage inputs V (¢) and reference signals R(r) of ADCs
and GPIOs when connected to sensors and actuators.

(ii) Analog signal traces (marked as @&)): IEMI attacks
frequently exploit sensor electrodes [9, 24, 26, 31, 55, 56]
and analog conductive pathways on printed circuit boards
(PCB) [7,14,16] to receive IEMI signals. Analog signal traces
predominantly connected to and thus influence the voltage
inputs (V (¢)) of analog-to-digital converters (ADCs), making
them a direct pathway for manipulating sensor readings.

(iii) Digital data lines (marked as @): These include
sensor-to-controller data buses [8,9, 19, 90], the controller-
to-actuator data buses [16, 29], and inter-controller commu-
nication buses [88,91]. Digital data lines mainly affect the
voltage inputs (V (¢)) of GPIO [8,88] flip-flops structures [51].
While the majority of existing works exploited the analog
signal traces of sensors, a few works explicitly targeted sen-
sors’ specific serial buses [8,9, 19], highlighting a promising
direction for broader future investigation.

Beyond specific sensors, studies have investigated gen-
eral serial buses including 12C [19, 88-90], SPI [19, 88],
UART [15,76,87,88] and CAN buses [91,92]. It is worth not-
ing that attacking different digital bus types implies different
attacker capabilities because each bus defines a distinct sam-
pling mechanism, timing structure, and tolerance to transient
perturbations, which directly constrain the attacker’s feasi-
ble timing and amplitude control. For example, synchronous
buses such as I>C and SPI expose explicit sampling edges
through a clock, so an IEMI attacker can affect their opera-
tion either by driving the data line or perturbing the clock.
In contrast, asynchronous buses (e.g., UART) do not provide
an explicit clock line; therefore, repeatable IEMI controls
generally require stronger timing knowledge or synchroniza-
tion to the receiver sampling schedule. The wire structure
also matters: single-ended, single-wire signaling offers fewer
coupling degrees of freedom, while multi-wire buses give
attackers additional opportunities as well as constraints be-
cause different subsets of lines may be perturbed to cause
qualitatively different effects. Physical bus constructions
further affect capabilities: shielding, twisting, and differen-
tial signaling can reduce susceptibility to common coupling
modes, pushing attackers toward higher field strength, closer
proximity, or common-mode injection strategies. Finally,
transmission speed sets the timing granularity required for
control, with higher-speed buses (e.g., MIPI buses in cam-
eras [8]) generally posing more IEMI attack challenges than




lower-speed buses (e.g., SPI buses in accelerometers).

Research Gap. As shown in Table |, many potential cou-
pling interfaces remain entirely unexplored in even common
targets. Existing research on IEMI attacks primarily exploits
analog signal traces () as the coupling interface, likely due
to a prevailing belief that digital signals are inherently more
robust and thus harder to attack. However, this has led to
a significant research gap, as there is a lack of systematic
study into the full range of possible coupling interfaces for
a given target, making it difficult to definitively determine a
new device’s true susceptibility to IEMI attacks.

4.2.3 Coupling Path

The choice of coupling paths depends on specific target char-
acteristics, which also result in distinct behaviors of effective
signal frequencies and achievable attack distances.

(i) Capacitive coupling (E) exploits mutual capacitance be-
tween the target and IEMI emitters, which primarily targets
devices sensitive to electric fields or capacitance changes,
such as capacitive touchscreens. Effective frequencies f; of ca-
pacitive coupling in reported attacks range from 90 kHz [24]
to 140-980 kHz [25], with a documented maximum attack
distance of 7 cm (physical proximity: &) in [24].

(i1) Inductive coupling (M) exploits mutual inductance,
typically targeting devices that are sensitive to magnetic fields,
such as Hall effect sensors in vehicle anti-lock braking sys-
tem (ABS) systems, smartphone microphones and speakers,
and motors in smart locks or drones. Inductive coupling uti-
lizes effective frequencies f; that can range from as low as
100 kHz [22,31] to tens or even hundreds of MHz [70, 71].
Inductive coupling also necessitates physical proximity (),
though with a slightly greater reported maximum attack dis-
tance of 15 cm [70,71].

(iii) Electromagnetic coupling (EM) leverages the interac-
tion of varying electric fields and magnetic fields to deliver
EM energy. It is highly flexible, enabling attacks on diverse
interfaces across a wide frequency range (from tens of MHz to
GHz). As shown in Table 1, most documented IEMI attacks
adopt this approach. Notably, EM coupling theoretically sup-
ports greater attack distances (Z—/mm) compared to inductive
or capacitive methods, with some cases reported to exceed 6
meters [9,52]. However, current practical attacks are largely
limited to close proximity due to the constraints of laboratory
equipment in proof-of-concept scenarios. While advanced
hardware is often hypothesized to extend this range, such
claims remain largely unverified in existing literature.

(iv) Conducted coupling (Wired) delivers EM energy to
the target through a physical connection, typically the power
cables connecting targets to power outlets. By its nature,
conducted coupling requires direct physical access () and
consequently exhibits the most limited attack range among
all methods, which has been exploited to affect smart IoT and
industrial automation devices [23,27,57,58,77].

4.3 Sample Manipulation

In state-sample mapping, an IEMI attack objective is
mapped to required system state transitions, and further to a
sequence of samples at a specific set of target samplers. The
choice of samplers presents an important decision that affects
attack impact and consequence.

Single-sampler attack (marked as W) is the most common
in existing attacks since its timing and amplitude controls do
not need to coordinate across multiple samplers. Examples
include attacks against GPIO communications and a single
ADC in low-dimension sensors such as single-channel tem-
perature sensors [14] and microphones [7].

Multi-sampler attack (marked as L‘), in contrast, could
be found in those targeting the analog sensing of high-
dimensional sensors, such as inducing touch or keystroke
events at specific locations on touch screens [25] and key-
boards [81], which employ an array of ADCs.

It is possible to achieve the same state transitions by affect-
ing different samplers. For instance, modifying the photon-
induced voltages input into each of the thousands of ADCs on
a CMOS imaging sensor array (multi-sampler attack) could
have similar impacts as changing voltages input into the
GPIOs of the MIPI CSI interfaces (single-sampler attack)
that transmit the digitized pixel values [8, 94].

Research Gap. Different state-sample mapping strategies
will result in different levels of timing and amplitude con-
trol difficulty. Adversaries thus need to thoughtfully design
R (-). However, research exploring and comparing these al-
ternative approaches is missing in the literature. In addition,
the literature body has seen an increasing portion of multi-
sampler attacks in recent years, suggesting that adversaries’
capabilities keep improving.

4.3.1 Timing Control

Depending on their attack objectives, there are three typical
types of timing control requirements. (1) No timing/synchro-
nization requirements: Simple disrupting attacks often do not
require timing control. (2) Relative timing requirements: Cer-
tain controlling attacks only require the adversary to change a
consecutive sequence of [Samp[ny),...,Samp[no + m]] but the
selection of n is flexible. For example, in [7] an adversary
can inject a segment of speech audio into the microphone at
any time. (3) Absolute timing requirement: Other controlling
attacks could require changing the sample sequence also at a
specific n. Certain attacks fall under both the relative and ab-
solute timing requirement categories in Table 1, depending on
their specific attack objective. For example, GhostTouch [26]
only requires relative timing controls for random touches but
necessitates absolute timing controls for targeted key injection
on touch screens. It is also important to note that absolute tim-
ing control inherently satisfies relative timing requirements
since it is more demanding.



(i) Relative timing control: The key technical challenge rel-
ative timing control needs to address is the mismatch between
the carrier ¢(¢)’s frequency and the sampling rate of the target
sampler. Effective IEMI coupling frequencies (e.g., often
on the order of MHz) often far exceed the target system’s
sampling rate (e.g., often on the order of kHz for sensors),
making it difficult to change sample values precisely at con-
secutive timestamps [no, ...,no + m|. Existing solutions pri-
marily employ pulse modulation (e.g., [26, 81]), or lever-
age inherent non-ideal characteristics of sampler hardware
for down-sampling, such as exploiting nonlinearity of ampli-
fiers [7, 20, 30], rectification/clipping effects of ADCs and
electrostatic discharge (ESD) diodes [15, 16, 88], and aliasing
effects of ADCs [9, 18, 60].

(i1) Absolute timing control: The key challenge is that an
external IEMI adversary needs to know the system’s internal
states at time n. There are two approaches:

Passive eavesdropping is a side-channel technique that
uses additional receiving antennas and low-noise amplifiers to
capture unintentional EM emanations from the target system
for operation timing synchronization. While commonly used
in existing attacks, it faces limitations: the requirement of
additional hardware increases the attack cost and complexity,
and the weak EM leakage of the target system often requires
physical proximity to the target [8,26].

Proactive control could leverage a system’s special mecha-
nisms, such as energy-efficient designs, to trigger a specific
operation that internally synchronizes with external IEMI
injections. For example, Jiang et al. [81] exploited the energy-
efficient designs of keyboards to inject an activation signal to
trigger the keyboard re-scanning to inject targeted keystrokes.
However, this requires in-depth knowledge of about target
system and is system-dependent. Alternatively, EMFI at-
tacks against cryptographic units typically assume that the
adversary can pause and even control program execution to
precisely align fault injections with target operations, present-
ing a more intrusive approach that requires physical access or
prior instrumentation.

Key Observation 4

N\

Achieving absolute timing control that accurately aligns
IEMI with system internal timing to achieve controlling
attacks is challenging and relatively rare in existing works.
Open question: How can IEMI attacks be more integrated
with EM side-channel attack methodologies to design ad-
vanced feedback control loops for precise timing control? |

\.

4.3.2 Amplitude Control

The impact of an IEMI attack could be measured by quantify-
ing the amplitude of deviation from the hypothetical authentic
sample without IEMI (Eq. (8)). Accordingly, the adversary’s
amplitude control requirements can also be classified into two
categories. (1) Relative amplitude control: This only requires
the adversary to successfully induce a change in Samp|n], and

is most common in disrupting attacks. (2) Absolute amplitude
control: This requires Samp(n] to be changed to specific val-
ues, and is required for conducting precise controlling attacks,
e.g., changing a temperature reading of a thermometer from
70 to 80 degrees [14].

(1) Relative amplitude control: A relative amplitude
change is easy to induce by manually increasing the ampli-
tude of the IEMI signals, i.e., the output power of the IEMI
source. In binary-output samplers such as flip-flops in EMFI
attacks and GPIOs lines [8,26] in EMSI attacks, it is often
possible to achieve successful attacks by increasing |V,q, ()]
to enforce |8yqmp| > 1in Eq. (8).

(ii) Absolute amplitude control: This requires more deli-
cate controls that make |V,4,(¢)| reside between an upper and
a lower threshold to achieve a specific 8y, in Eq. (8). Ex-
isting attacks achieve precise control of V,4,(f)’s amplitude
often by using amplitude modulation (AM) [7, 17, 60, 75],
pulse-width modulation (PWM) [22,31], or phase shift key-
ing (PSK) [87] for the modul|-] function in Eq. (5).

Similarly to absolute timing control, the challenge of ab-
solute amplitude control is for the adversary to estimate the
target sampler’s output. However, almost all IEMI controlling
attacks so far rely on an active control approach to achieve
this, where the adversary is assumed to be able to directly
observe the sampler output while the adversary tries to adjust
Vaav (1) [8, 14]. Passive eavesdropping methods, such as us-
ing electromagnetic side channel leakage to estimate Samp|n],
have not yet been explored. Another challenge for precise con-
trolling attacks is the high sensitivity of the coupling channel
function 7 (-) with regard to variations in adversary-target dis-
tances, angles, and positions. This dependence often makes
attacks effective only against stationary targets and requires
prior knowledge of the location or orientation of the target
system [7,26], significantly limiting their practicality.

Key Observation 5

Little work demonstrated how to use IEMI to precisely
change voltages in non-physical access threat models due
to the lack of voltage information feedback channels.
Open question: What strategies could exist to non-
invasively probe the internal voltages of target sampler
kinputs, especially against moving targets?

5 Defense Systematization

Despite growing awareness of threats posed by IEMI attacks,
the development of defenses has lagged behind. Since Kune’s
paper [7] in 2013 specifically detailing primary attack meth-
ods, more than 70 attack papers have appeared by 2025. Most
attack papers (shown in Table 2) briefly cite Electromagnetic
Compatibility (EMC) practices as defenses, such as layout
optimization [16,21,22,30,52,53,95,96], differential signal-
ing [7,8,73,87,91], twisted-pair cabling [78, 88,90], shield-
ing [7,8,22,25,31,34,75,81,87], and filtering [7, 14, 15,23,



24,55,74,76,87], while arguing that existing EMC implemen-
tations in CPS devices are inadequate. This presents the first
prevalent myth: Myth 1: IEMI attacks succeed because the
devices exhibit substandard EMC.

Furthermore, many of these attack papers conclude with
high-level overview of defensive solutions, creating the false
impression that the attacks are easy to defend against: Myth
2: Cursory, end-of-paper defenses in attack-focused studies
imply that existing solutions are adequate.

To examine these prevailing myths, we establish a taxon-
omy for defenses grounded in our dissection of the essential
stages and requirements for successful IEMI attacks in Sec-
tion 4. By comparing existing defenses across three key
dimensions, including objective, overhead, and robustness
(defined below), we analyze their strengths and limitations.
Furthermore, we identify directions of defense strategies that
are currently underexplored. A structured summary of this
information is presented in Table 2.

Defense comparison dimensions. The following three key
dimensions characterize different defense strategies.

(i) Defense objective. We classify defense objectives into
three categories: [prevent —completely stop the attack

(marked as ©). downgrade —downgrade the impact of at-
tacks from a more severe controlling attack to a less severe dis-
rupting attacks (marked as V). detect —identify the presence
of an IEMI attack to activate pre-defined countermeasures or
post-attack responses (marked as Q).

(ii) Deployment overhead. A defense’s real-world feasibil-
ity can be gauged by three factors. Expertise represents the
technical knowledge and skill required for defense implemen-
tation, including hardware ), software (&), or hardware-
software co-design ($88). Deployment cost refers to the de-
mands of financial and time resources: medium (&) and high
(&). Applicability refers to the ability to be applied to legacy
(‘D) or emerging (PP) systems.

(iii) Defense robustness. We categorize the robustness of
countermeasures into three levels: —The attacker can de-
feat countermeasures simply by employing more capable
IEMI sources with higher power, better directionality, etc.
moderate—The attacker is required to have more knowledge
about the targets and more sophisticated signal controls to
achieve the same objective. 1igh—The countermeasures elimi-
nate the attack surface.

5.1 IEMI Coupling-Stage Defense

This category of defenses work by reducing the IEMI energy
delivered to the circuitry of a target sampler by disrupting the
adversary’s EM source, coupling interface, or coupling path.

5.1.1 Eliminate Coupling Interface

Eliminating circuitry components that could unintentionally
act as receiving antennas can fundamentally | prevent a sys-

tem from IEMI attacks. Existing techniques primarily achieve
this through hardware () methods with a high cost (&) such
as redesigning circuits or replacing cables.

(i) Layout optimization is proposed to minimize a system’s
susceptibility to IEMI by reducing exposed traces [16,21] or
optimizing electric component structures [22, 30]. Despite
their sigh robustness hypothesized in previous papers, these
methods lack sufficient validation in real-world settings.

(ii) Canceling common-mode interference leverages tech-
niques such as differential signaling [7,91] or balanced twisted
cables [78,88,90] to make external EM interference affect two
signal lines identically, allowing the receiver to effectively
cancel common-mode noise. However, these methods offer
only moderate robustness, as they have already been demon-
strated to be ineffective by attackers that exploit differential-
mode injection [8,27].

(iii) EM isolation completely eliminates the electrical cou-
pling interface by replacing all electrical cables with optical
fibers, as these fibers transmit data through photons that are
inherently immune to external EM interference [70,97]. Al-
though demonstrating /ig/h robustness even under intense
IEMI [97], this approach involves significant redesign costs
and may not be feasible in all contexts.

Research Gap. Coupling interface eliminations have been
discussed in prior research. However, there is no proactive
methodology for systematically discovering potential cou-
pling interfaces in complex systems. Most defenses remain
reactive: interfaces are identified post hoc after an attack and
then patched. This attack—patch scheme leaves uncharted in-
terfaces exploitable and fails to provide coverage guarantees.

5.1.2 Block Coupling Path

This strategy aims to attenuate the EM energy (7 (V,4,(2)))
along the coupling path to | prevent successful attack. Exist-
ing techniques achieve this through the following hardware
() methods with a medium cost (&) that are based on estab-
lished Electromagnetic Compatibility (EMC) practices.

(1) EM shielding offers high effectiveness by reflecting or
absorbing EM energy [7, 25]. However, this approach in-
troduces significant trade-offs in terms of weight, cost, and
usability. Moreover, this method offers robustness, as
attackers can render it ineffective simply by increasing the
power of attack signals. For example, even though shielding
may attenuate EM energy by 40 dB, a well-resourced attacker
can transmit 10* times more power to overcome this defense
and achieve the same attack effect [7].

(ii) Low-pass filter attenuates high-frequency EM signals
outside the system’s functional spectrum by introducing hard-
ware filters at vulnerable circuit nodes [7, 74,76, 76]. Sim-
ilarly, this method only offers robustness. Even with a
prohibitively expensive filter designed to be effective over a
wide frequency range, a small section of the connecting wire
or parasitics can still result in vulnerability [74].




Table 2: Systematization of IEMI Defenses.

Paper Source

Experi Defense Deployment Overhead Defense

Strategies and Attacks Defenses Validation | Objective | Expertise | Cost | Applicability | Robustness

Layout optimization [16,21,22,30,31,34,52,53,96] [95] [¢] [N E s » high
Eliminate Canceling E 3 = orate
Coupling Interface CM interference 7,70,73,78,87,88,90] 1971 o E & » moderate

IEMI [70] 1971 <) [N f & » high

Coupling Blocking EM shielding [7,22,30,31,34,53], etc. [97] ° [N s oI
Stage Coupling Path Low-pass filter [7,14,15,23,24,27,55,56,74,76,87,89] ? 5) Q ¥ s »
Detect 198,99] ? o Q o = O moderate
Detect signa
EM Source Detect sign 1l [7.14.30.53.55.56.73] 2 ° ® o P » e
contamination

Detect System iui:cr:i::t:] [7,21-23,53,55,56,74,75] [100-104] e Q [=} = » high

State Deviations |— Ty detection [8.14,18,22,26,27,74,75] [100, 105-108] © Q LA = DM high
Neutralize [15,21,26,81] ? ] ¥ o S » moderate
Sample Timing Control 2 = rate
Manipulation [8,78,81] ? o} v oF = » moderate

Stage [26,55,56,78] ? o v £ = »
Neutralize
? E 3 = oderate
Amplitude Control ST L [109] ° v E = oL moderate
e [7,24,27,110] 118,951 ° v o |[=s| o» moderate
technique

The defense technique is

—Under-explored, Red—Widespread attention, and Red—Well-established. ?: Lack of evidence and potential future research direction.

O Unvalidated validation. O : Limited validation. © : Adequate validation. © : Extensive validation. &: Middle deployment cost. &: High deployment cose.

©: Prevent IEMI attacks. W: Downgrade attack’s impact. Q: Detect IEMI attacks.

. Low robustness. moderate: Moderate robustness. /igh: High robustness.

: Hardware modification. B3: Software design. €%§: Hardware-software co-design. '®: Applicable for legacy systems. PP: Applicable for emerging systems.

Response to Myth 1. EMC design is an engineering dis-
cipline based on pragmatic trade-offs (e.g., cost, size, perfor-
mance, and regulatory compliance), rather than a quest for
perfect security protection. This goal inevitably leaves certain
circuit areas less protected, which most existing IEMI attacks
exploit. The issue is not that EMC is inadequate, but that its
practical application is shaped by intentionally adversarial
scenarios, economic considerations, and regulatory realities.

5.1.3 Detect EM Source

This strategy aims to detect the presence of IEMI attackers
by monitoring a system’s EM environment. Existing tech-
niques require additional specialized additional hardware and
detection software ($¥8) to serve as a detector for IEMI cou-
pling with a medium cost (&).

(i) Monitor environmental disturbances is a proactive tech-
nique that uses antennas to continuously monitor the EM en-
vironment around target systems to provide early warning of
anomalous EM activity indicative of an ongoing or impending
attack [98,99].

(i1) Detect signal contamination leverages knowledge of
the system’s normal electrical behavior to identify deviations
caused by EM sources. By incorporating a reference conduc-
tor or redundant circuit or components, defenders can directly
observe unexpected high-frequency components (f;) or volt-
age anomalies in V (¢) that betray the presence of malicious
EM source [7,30,56]. This method provides moderate robust-
ness, as a sophisticated adversary may craft a stealthy attack
that remains within the system’s expected operating range.

Research Gap. The primary limitation of existing methods
is their inability to reliably distinguish malicious signals from
benign environmental noise or normal system fluctuations,
a research gap highlights the need for more comprehensive

profiling of IEMI’s characteristics.
Key Observation 6

Hardware-based defenses, while extensively discussed, face
significant engineering trade-offs. This results in a lack of
experimental validation for most proposed defenses due to
the challenges of hardware manufacturing.

Open question: How can security researchers quantita-
tively evaluate the trade-offs and possibly validate the strate-
Lgies on potential simulation platforms?

5.2 Sample Manipulation-Stage Defense

This category of defenses aims to prevent or detect flaws in
precise sample manipulation.

5.2.1 Detect System State Deviations

The majority of existing research focuses on hardware-
software co-design (&) to detect deviations caused by im-
perfect state-sample mapping designs and implementations.

(i) Authentication and verification introduces explicit
checks or leverages inherent system characteristics to
validate the authenticity of captured signals or events. This
strategy provides moderate robustness by forcing attackers to
imitate normal system behavior while inducing critical state
deviations only at a few key moments. Existing techniques
include challenge-response authentication and fingerprinting.
For example, Zhang et al. [101] embedded secret patterns in
ADC sampler’s on/off control signals.

(ii) Anomaly detection leverages statistical and temporal
analysis to detect deviations from expected system behav-
ior, making it particularly useful against unknown or evolv-
ing attack strategies. Existing techniques include sensor fu-




sion [9, 106], time series forecasting [100] and abnormal
activities detection [25, 26]. However, the effectiveness of
this technology relies on deep domain knowledge and can be
challenged by benign but unmodeled system variability.
Research Gap. This strategy naturally calls for integration
with formal-method analysis of secure system behavior. How-
ever, such research is absent in the context of IEMI defenses.

5.2.2 Neutralize Timing Control

This strategy works by preventing attackers from determin-
ing the relative or absolute timing of target samplers to
downgrade the impact from a more severe controlling attack
to a less severe disrupting attack with a medium (&) cost.

(i) Varying sampling timing often requires hardware-

software co-redesign (%%g). It undermines the attacker’s ability
to synchronize IEMI signals with the target’s relative timing
by introducing unpredictability, either through frequency jitter
in clock C(¢) [15,21] or randomized scanning sequences [81].
While traditionally deemed to have /igh robustness, the ac-
tual level of robustness depends on the implementation of
randomization. For instance, recent works have shown how
sophisticated attackers may leverage phase-coherent signal de-
sign techniques [111] to achieve synchronization with pseudo-
random data permutations, suggesting only moderate robust-
ness.

(i) Obscuring application timing prevents attackers from
determining the absolute timing of target systems by obscur-
ing or shielding side-channel emissions, which adversaries
often rely on to infer or predict the system’s absolute timing,
thereby making it significantly harder for attacks [8,17,26]
to realize passive eavesdropping.

Research Gap. There is little research on countermeasures
against proactive absolute timing controls. Possible methods
may include authentications against malicious device wake-
up triggers and tamper-resistant hardware against physical
access-based fault injections.

5.2.3 Neutralize Amplitude Control

This strategy also downgrade the impact of attacks by dis-
rupting IEMI amplitude controls.

(i) Increase operating voltage addresses threat scenarios
where attackers attempt to overwhelm legitimate signals by
sheer power. By increasing the system’s operating voltage,
i.e., reference R(t) on the hardware-level (l) defenders can
make attacks expensive [21,26,55,56,78]. This leverages
fundamental physical constraints to tip the balance in favor
of the defender, but apparently has robustness.

(ii) Relocating the target leverages T (V,4,(t))’s sensitiv-
ity to adversary-target relative positions. By moving the target
system, this method provides moderate robustness by making
fine-grained amplitude control significantly more challeng-

ing [109]. It could require hardware (l) or administrative-
level changes.
(iii) Signal processing technique uses software-domain

processing () with both physical measurements and ma-
chine learning models [18,27] to perform denoising and can-
celing [7,27,95, 110], identifying or suppressing anomalous
inputs. These approaches offer updating flexibility but often
have unclear robustness as their performance largely depends
on the quality of signal characteristics modeling.

Response to Myth 2. The majority of proposed defenses
are insufficiently robust against determined adversaries. The
prevailing practice of mentioning unevaluated defenses briefly
in attack papers risks causing more harm than benefit. A more
constructive path forward is to acknowledge the unknowns
and motivate in-depth research.

Key Observation 7

Existing defenses often focus on system-specific counter-
measures that detect or to downgrade attacks. There is a
need for proactive strategies that can prevent sample manip-
ulation from occurring in the first place.

Open question: How can we design proactive strategies
for preventing sample manipulation and make the defenses
Lapplicable across different devices and applications?

J

6 Discussion and Outlook

This summarizes our new insights, the remaining gaps, and
possible future research directions.

6.1 Adyvice For IEMI Attack Researchers

Real-world Impact Motivating Defenses. Current attack
research does not translate well into defense development.
This is largely because many studies only present proof-of-
concept attacks that are limited to physical proximity, and
their scalability to practical, long-range scenarios is often
speculative. This insufficient demonstration of real-world
impact provides limited motivation for the design of effective
IEMI defenses.

Future Direction. To better motivate defense research,
IEMI attack studies should move beyond proof-of-concept
demonstrations. From a practical impact standpoint, more
research is needed to investigate how these attacks could be
implemented in real-world settings, mapping out realistic ad-
versary capabilities and system-level security consequences.

Path Towards an IEMI Attack Benchmarking Method-
ology. The research community needs a standardized bench-
mark for evaluating IEMI attacks. At present, it is nearly
impossible to compare reported attack distances across differ-
ent studies because of variations in IEMI generation equip-
ment and experimental setups. This lack of comparability
makes it difficult to assess which threats are most prevalent
and therefore should be prioritized for defense.



Future Direction. We argue that a key step toward an IEMI
benchmark is to systematically document core attack parame-
ters from prior work and establish a protocol for quantitatively
evaluating and reporting future attacks. Our parameter tables
provide a practical starting point. Such a benchmark should
standardize (i) measurement setups, (ii) outcome documenta-
tion, and (iii) reporting formats.

Setup specifications should include the minimum informa-
tion needed for reproducibility, such as signal generation hard-
ware, modulation settings, frequency/power limits, and target-
side conditions (e.g., distance, orientation, enclosure, and op-
erating state). We further recommend reporting low-level mea-
surements (e.g., probe-based voltage or SNR at a fixed loca-
tion) to enable fair comparisons beyond distance-only claims.
Outcome documentation should define a clear attack objective
and report quantitative success rates over repeated trials within
a specified time window. When claiming a maximum attack
distance, the success criterion and corresponding constraints
should be stated. Finally, a unified template aligned with our
systematization dimensions can ensure consistent reporting
of setups, outcomes, and attacker assumptions. We release
and maintain an open-source IEMI research database (https:
//iemi-research-database.github.io/) and welcome
community use and contributions.

Device Susceptibility Prediction. The ability to predict de-
vice susceptibility through simulation could save researchers
from the sheer amount of manual laboratory work and is the
ultimate scientific goal of IEMI attack research. However,
most attacks focus on measuring the impact of known attack
techniques on new target devices, rather than investigating the
more fundamental aspects of causality, methodologies, and
models that could inform predictions of new threats.

Future Direction. While the systematization in this work
lays out a modeling framework, achieving such quantitative
predictions requires extensive future work in device and vul-
nerability modeling. We encourage researchers to incorporate
more theoretical analysis. The community can also use our
IEMI attack database and contribute to its continued main-
tenance and updates, enabling complementary data-driven
predictions of potential threats.

6.2 Advice For IEMI Defense Researchers

Applicability Across Systems. Most existing defenses lack
generality because they are highly tailored to individual
system-specific attributes, such as the frequency response
of coupling channels and the data formats of samplers.

Future Direction. It is important to develop reusable detec-
tion and prevention frameworks that can adapt to different
application contexts and hardware. It may benefit from lever-
aging ML/AI techniques that are capable of cross-domain
learning, or creating modular defense frameworks that are
built upon individual hardware components and can be pa-
rameterized and assembled.

Implementation and Deployment. Most prior defense
analysis consists of only theoretical discussion and hypothe-
ses, without actual implementation and evaluation. It is thus
hard to measure their effectiveness and cost, potentially pre-
venting manufacturers from adopting the proposed defenses.
This challenge is further compounded by common academic
incentives, where engineering-focused deployments and as-
sessments are often viewed as mere technical improvements
rather than innovative scientific research.

Future Direction. We believe more experimental evalua-
tions on prototypes and COTS devices, as well as input from
manufacturers, are essential. It is also important to understand
whether the lack of effective defenses is due to perceived
impracticality, limited reproducibility, or a community bias
toward novel attacks over practical defenses.

6.3 Advice For General Security Practitioners

Threat Modeling IEMI. It has been shown that the threat of
IEMI is ubiquitous against computer-based systems. IEMI
problems will always exist in future systems as long as they
have electrical components.

Future Direction. We recommend security practitioners
and even hardware and software system designers be aware
of the attack surface of IEMI in threat modeling.

Critical Systems and Emerging Techniques. Researchers
need to pay attention to safety-critical infrastructures interfac-
ing with physical environments, particularly systems that di-
rectly interact with human physiological systems, and emerg-
ing techniques like quantum computers, Al sensors, etc.

Future Direction. Emerging low-cost consumer-grade
healthcare devices that possess and transmit protected health
information should be protected against IEMI attacks. For ex-
ample, brain-computer interfaces [20,21] and portable DNA
sequencers [112] have become increasingly popular, but their
sensing and communication circuits can be easily manipulated
by nearby IEMI. Similarly, IEMI could even pose threats to
quantum computers, as there will always be electrical compo-
nents in the implementation of post-quantum cryptography
schemes [113]. Finally, the increasing integration, miniatur-
ization, and Al-empowered functionalities [114] of modern
electronic devices amplify the potential impact of IEMI at-
tacks on autonomous driving, embodied Al, and robotics.

7 Conclusions

This SoK analyzed over 80 peer-reviewed papers spanning
more than two decades of IEMI security research. Based on
this analysis, we present a unified framework to help both
academia and industry better understand and mitigate [EMI
attacks. We further argue that future work should move be-
yond exhaustive vulnerability discovery and toward deeper
theoretical analysis to enable more effective defenses.


https://iemi-research-database.github.io/
https://iemi-research-database.github.io/
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Ethical Considerations

This work systematizes existing research on IEMI attacks.
Although it introduces no new vulnerabilities and involves
no human subjects, consolidating offensive knowledge car-
ries inherent ethical risks. We therefore structure our ethical
reasoning as follows.

Stakeholders and Ethical Context. This research con-
cerns multiple stakeholders, including academic researchers,
system vendors and operators, manufacturers, regulators
and standards bodies, and end users of safety-critical cyber-
physical systems (CPS). Our ethical approach emphasizes
harm minimization and the promotion of defensive security
knowledge. This systematization aims to clarify open prob-
lems, support practical threat modeling, and ultimately im-
prove the security and reliability of CPS deployments.

Nature of the Contribution and Responsible Scope. As
an SoK paper, this work synthesizes prior research and does
not experimentally demonstrate new vulnerabilities or attacks
on commercial systems. This scope reflects a deliberate ef-
fort to balance research transparency with misuse risk. All
discussed attack vectors were previously disclosed by their
original authors, and no personally identifiable information is
involved.

Dual-Use Risks and Potential Impacts. We acknowledge
the dual-use nature of IEMI research: improved understand-
ing may lower barriers to misuse, yet fragmented knowledge
disproportionately disadvantages defenders. We observe a
defensive asymmetry in which attackers can exploit unavoid-
able physical effects, while defenders lack a unified threat
model to assess practical risks.

Risk Mitigation Measures. To mitigate misuse, we present
attack-related information at a controlled level of abstrac-
tion. While our IEMI research database and benchmarking

table (Table 3 in our artifact) summarize reported parameters
and setups, the data are aggregated, comparative, and non-
operational. We avoid procedural guidance and exploit-ready
configurations, focusing on threat models and system-level
effects, complemented by a defense-oriented systematization
(Section 5).

Decision to Publish and Anticipated Benefits. Despite
residual dual-use risks, we believe publication is ethically
justified because the defensive benefits outweigh potential
misuse. By providing a unified threat model and a struc-
tured view of IEMI risks, this work supports proactive system
hardening, informed design and regulation, and safer CPS
deployments.

Open Science

This work fully supports the principles of Open Science.
To facilitate transparency, reproducibility, and community
engagement, we have created and will actively maintain a
GitHub repository that provides a comprehensive collection
of research literature related to IEMI attacks and defenses sur-
veyed in this work (https://github.com/Jackjiang313/
Awesome-EMI-Attacks-and-Defenses). The artifacts
can be downloaded on Zenodo (https://zenodo.org/
records/18019022). To foster future research on IEMI
research, we also convert the surveyed literature into a re-
searchable and open-source IEMI research database (https:
//iemi-research-database.github.io/), and we wel-
come the community to use this resource and contribute to its
continued development and expansion.
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A Surveyed Works

This SoK surveys over 80 IEMI attack and defense papers
spanning major security venues (e.g., USENIX Security,
IEEE S&P, ACM CCS, NDSS, ACSAC, AsiaCCS, RAID,
WiSec, CHES, VehichleSec), related systems and networking
venues (e.g., IMWUT, MobiCom, INFOCOM, ICCAD, Sen-
Sys, Sensors), theses, and the EMC community (e.g., [EEE T-
EMC, T-MTT, EMC+SIPI, and major EMC symposia). Over
the past two decades, reported IEMI attacks have increased al-
most exponentially, significantly outpacing defense-oriented
studies. Yet, a systematic methodology for analyzing and
comparing these attacks remains lacking, hindering accurate
assessment of practical impact and the design of effective,
deployable defenses. Accordingly, our systematization aims
to enable in-depth comparison across prior work to highlight
commonalities and key differences.

B Modeling Details

Target Sampler. A target sampler can be modeled as a sam-
ple function S[-] that takes in three analog voltage signals,
including an input V (¢) that the sampler intends to measure, a

clock C(7), and a reference signal R(t), and outputs a discrete
data sample, i.e.,

Samp(n) = S|V (t),C(t),R(t)]

- {(2’% - ~Clip<

V(LocEdge(n,C)) )-‘ (6)
R(LocEdge(n,C))/ |’

where Nj;; denotes the bit resolution of the sampler’s out-
put with n € N representing a natural number index of the
current operation cycle. Clip(x) = min(max(x,0),1) limits
saturated signals. |-] rounds up to the nearest integer. As
shown in Fig. 2, the target sampler updates its output at the
rising (or falling) clock edge and holds it until the next cycle.
The mapping from ¢ to n follows

CntEdge(C(t)) =n =t = LocEdge(n,C), ™)

where CntEdge reports the current cycle of the processor
and LocateEdge finds the physical time ¢ corresponding
to the clock’s cycle-advancing edge. This produces an in-
stantaneous sampling rate of the target sampler as: f;(n) =
1/(LocEdge(n,C) — LocEdge(n—1,C)).

IEMI Coupling. The transfer function 7 (-) models EM
energy delivery from the adversary to the target via an IEMI
propagation channel 7" and a coupling channel 77*(-). (")
characterizes signal transmission from the attacker to the
target surface and is constrained by factors such as injection
distance dj, j, angle 0;,;, casing and board materials (M e,
Mpoard), and the coupling interface location Lc.

Amplitude Control Causing Deviations. Egs. (3) and (6)
show that on the target sampler level, the impact of an IEMI
attack could be measured by quantifying the deviation from

the hypothetical authentic .S%[n] with no IEMI attacks:

Vaav(t) )1 .

8Samp = Samp[n} —@[I’L] = L(szir - l) Cllp( R(I)
(®)
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